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Compliance Questionnaire and
Reliability Standard Audit Worksheet



PER-005-1 — System Personnel Training
(R3 only)

Registered Entity: (Must be completed by the Compliance Enforcement Authority)
NCR Number: (Must be completed by the Compliance Enforcement Authority)
Applicable Function(s): RC, BA, TOP
Auditors:	




	




Disclaimer
	
[bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK1][bookmark: OLE_LINK2]	NERC developed this Reliability Standard Audit Worksheet (RSAW) language in order to facilitate NERC’s and the Regional Entities’ assessment of a registered entity’s compliance with this Reliability Standard.  The NERC RSAW language is written to specific versions of each NERC Reliability Standard.  Entities using this RSAW should choose the version of the RSAW applicable to the Reliability Standard being assessed.  While the information included in this RSAW provides some of the methodology that NERC has elected to use to assess compliance with the requirements of the Reliability Standard, this document should not be treated as a substitute for the Reliability Standard or viewed as additional Reliability Standard requirements.  In all cases, the Regional Entity should rely on the language contained in the Reliability Standard itself, and not on the language contained in this RSAW, to determine compliance with the Reliability Standard.  NERC’s Reliability Standards can be found on NERC’s website at http://www.nerc.com/page.php?cid=2|20.   Additionally, NERC Reliability Standards are updated frequently, and this RSAW may not necessarily be updated with the same frequency.  Therefore, it is imperative that entities treat this RSAW as a reference document only, and not as a substitute or replacement for the Reliability Standard.  It is the responsibility of the registered entity to verify its compliance with the latest approved version of the Reliability Standards, by the applicable governmental authority, relevant to its registration status.

The NERC RSAW language contained within this document provides a non‑exclusive list, for informational purposes only, of examples of the types of evidence a registered entity may produce or may be asked to produce to demonstrate compliance with the Reliability Standard.  A registered entity’s adherence to the examples contained within this RSAW does not necessarily constitute compliance with the applicable Reliability Standard, and NERC and the Regional Entity using this RSAW reserves the right to request additional evidence from the registered entity that is not included in this RSAW.  Additionally, this RSAW includes excerpts from FERC Orders and other regulatory references.  The FERC Order cites are provided for ease of reference only, and this document does not necessarily include all applicable Order provisions.  In the event of a discrepancy between FERC Orders, and the language included in this document, FERC Orders shall prevail.  
    

Subject Matter Experts

Identify your company’s subject matter expert(s) responsible for this Reliability Standard.  Include the person's title, organization and the requirement(s) for which they are responsible. Insert additional lines if necessary.  


Response: (Registered Entity Response Required)

	SME Name
	Title
	Organization
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	







Reliability Standard Language



	PER‑005‑1 — System Personnel Training



Purpose: 
To ensure that System Operators performing real-time, reliability-related tasks on the North American Bulk Electric System (BES) are competent to perform those reliability-related tasks. The competency of System Operators is critical to the reliability of the North American Bulk Electric System.

Applicability:
	Reliability Coordinators
                 Balancing Authority
                 Transmission Operator


NERC BOT Approval Date: 

FERC Approval Date: 

Reliability Standard Enforcement Date in the United States: 


Requirements:


R3.  At least every 12 months each Reliability Coordinator, Balancing Authority and Transmission Operator shall provide each of its System Operators with at least 32 hours of emergency operations training applicable to its organization that reflects emergency operations topics, which includes system restoration using  drills, exercises or other training required to maintain qualified personnel. 

Describe, in narrative form, how you meet compliance with this requirement: (Registered Entity Response Required)

	Entity Response: (Registered Entity Response Required)

 




R3 Supporting Evidence and Documentation

Response: (Registered Entity Response Required)

	
		   Provide the following:
	Document Title and/or File Name, 		Page & Section, 	Date & Version

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	

	Audit Team: Additional Evidence Reviewed:
	
	

	
	
	

	
	
	

	
	
	



This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to PER-005-1 R3.

	___	Review training records.

	___	Review the evidence provided by the entity to verify that each System Operator received a minimum of 32 hours of training applicable to its organization that reflects emergency operations topics at least every 12 months.

  ___     Verify that emergency operations training included system restoration using drills, exercises  
              or other training required to maintain qualified personnel. 

Detailed notes:












Supplemental Information

Other ‑ The list of questions above is not all inclusive of evidence required to show compliance with the Reliability Standard. Provide additional information here, as necessary that demonstrates compliance with this Reliability Standard.

		Entity Response: (Registered Entity Response)

 






Compliance Findings Summary (to be filled out by auditor)

	Req.
	NF
	PV
	OEA
	NA
	Statement

	3
	
	
	
	
	




		





[bookmark: FERC]Excerpts from FERC Orders -- For Reference Purposes Only
Updated Through October 11, 2011
PER-005-1

Order No. 742, 18 CFR Part 40 Sys. Pers. Training Reliability Stds., 133 FERC ¶ 61,159  (2010) (November 18, 2010)

1. Under section 215 of the Federal Power Act (FPA), n1 the Commission approves two Personnel Performance, Training and Qualifications (PER) Reliability Standards, PER-004-2 (Reliability Coordination -- Staffing) and PER-005-1 (System Personnel Training), submitted to the Commission for approval by the North American Electric Reliability Corporation (NERC), the Electric Reliability Organization (ERO) certified by the Commission.  The approved Reliability Standards require reliability coordinators, balancing authorities, and transmission operators to establish a training program for their system operators, verify each of their system operators' capability to perform tasks, and provide emergency operations training to every system operator. The Commission also approves NERC's proposal to retire two existing PER Reliability Standards that are replaced by the standards approved in this Final Rule.

Reliability Standard PER-005-1
 
9. The stated purpose of Reliability Standard PER-005-1 is to ensure system operators performing real-time, reliability-related tasks on the North American bulk electric system are competent to perform those reliability-related tasks. n12 Reliability Standard PER-005-1 applies to reliability coordinators, balancing authorities, and transmission operators. n13 Reliability Standard PER-005-1 contains three main requirements:
. Requirement R1 mandates the use of a systematic approach to training for both new and existing training programs. The requirement further requires applicable entities to create a company-specific, reliability-related task list relevant to Bulk-Power System operation and to design and develop learning objectives and training materials based on the task list performed by its System Operators each calendar year. Finally, the requirement mandates the training be delivered and the training program be evaluated on at least an annual basis to assess its effectiveness.
 
. Requirement R2 requires the verification of a S	ystem Operator's ability to perform the tasks identified in Requirement R1. The requirement also mandates re-verification of a System Operator's ability to perform the tasks within a specified time period when program content is modified.
 
. Requirement R3 identifies the number of hours of emergency operations training (at least 32 hours) that a System Operator is required to obtain every twelve months. The requirement further identifies those entities required to use simulation technology such as a simulator, virtual technology, or other technology in their emergency operations training programs. n14

 
Proposed Reliability Standard PER-005-1 is a new Reliability Standard that is intended to supersede all of currently effective Reliability Standard PER-002-0 as well as Requirements R2, R3, and R4 of currently effective Reliability Standard PER-004-1.

16. The Commission adopts the NOPR proposal and approves Reliability Standard PER-004-2 and PER-005-1 as just, reasonable, not unduly discriminatory or preferential, and in the public interest. n17 By assigning a significant amount of structure to the training programs for the principal operators of the Bulk-Power System, namely reliability coordinators, balancing authorities and transmission operators, the two proposed Reliability Standards will enhance the reliability of the Bulk-Power System. Moreover, the two proposed Reliability Standards represent a step forward in implementing a key recommendation from the 2003 Blackout Report n18  by addressing an identified gap where operations personnel were not adequately trained to maintain reliable operation under emergency conditions.

17. The Commission is not directing any modifications to the substantive requirements of the two new Reliability Standards, PER-005-1 or PER-004-2. Nevertheless, as discussed in greater detail below, the Commission has several concerns regarding certain training issues. To address these concerns, and as discussed in greater detail below, the Commission is issuing directives that the ERO: (1) consider the necessity of developing an implementation plan for entities that become subject to PER-005-1, Requirement R3.1 after Requirement R3.1 is in effect, and (2) develop a Reliability Standard, through the ERO's Reliability Standards development process, conducted pursuant to its Standard Processes Manual, establishing training requirements for local transmission control center operator personnel.

22. The Commission finds that the proposed staggered implementation schedule for PER-005-1 and PER-004-2 and the corresponding retirement schedule for PER-002-0 and PER-004-1 strikes a reasonable balance between the need for timely reform and the needs of the entities that will be subject to PER-005-1 to develop and implement training programs utilizing a systematic approach to training and use of simulators as a training tool. The effective and retirement date table provided by NERC in its comments and incorporated herein as Appendix B demonstrates that there are no apparent overlaps or gaps between the retirement of PER-002-0 and PER-004-1 and the effectiveness of the requirements in the [**22]  new Reliability Standards, PER-005-1 and PER-004-2.
 
23. The Commission finds that the commenters that advocate for a uniform effective date of 36 months have not adequately justified such a lengthy lead time for a Reliability Standard that will not impose entirely new requirements. Rather, PER-005-1 requires applicable entities to build upon and improve the existing training programs that are in place under currently effective PER-002-0. Accordingly, as approved, PER-004-2 in its entirety and PER-005-1, Requirement R3 shall become effective on the first day of the first calendar quarter after regulatory approval. n22 PER-005-1, Requirements R1, R1.1, R1.1.1, R1.2, R1.3, R1.4, R2, and R2.1 shall become effective on the first day of the first calendar quarter, twenty-four months after regulatory approval. And, finally, PER-005-1, Requirements R3.1 shall become effective on the first day of the first calendar quarter, thirty-six months after regulatory approval.

24. With respect to EEI's comment regarding the effective date for entities that may become, in the future, subject to the simulator training requirement in PER-005-1, R3.1, the Commission believes that this issue should be considered by the ERO. We note that, with respect to the Critical Infrastructure Protection (CIP) Reliability Standards, NERC has developed a separate implementation plan that essentially gives responsible entities some lead time before newly acquired assets must be in compliance with the effective CIP Reliability Standards. n23 We direct NERC to consider the necessity of developing a similar implementation plan with respect to PER-005-1, Requirement R3.1.

30. Based on NERC's explanation, the Commission agrees that the existing requirements contained in PER-004-1, which require reliability coordinators to have a comprehensive understanding of the reliability coordinator area and interactions with neighboring reliability coordinator areas and an extensive understanding of the balancing authorities, transmission operators, and generation operators within the reliability coordinator area, are adequately captured and enforceable under proposed Reliability Standard PER-005-1.

34. Based on NERC's and the majority of the commenters' affirmation that continual training is a fundamental part of a systematic approach to training and an enforceable requirement under PER-005-1, we find that any systematic approach to training, including the systematic approach to training mandated by Reliability Standard PER-005-1, would entail continual training to refresh system operators' knowledge and to cover any new tasks relevant to the operation of the Bulk-Power System.

38. Based on the comments received, the Commission concludes that the current requirement for each training program (that training staff must be identified and that such staff must be competent in both knowledge of system operations and instructional capabilities) is inherent in any systematic approach to training that a registered entity would use to meet this requirement, and thus is an enforceable component of Requirement R1 under the proposed standard. However, given the number of commenters that argue that it is necessary for the current training program requirement to be explicitly stated in the proposed training standard, we agree that NERC should follow through on its proposal in its comments to reassess whether this requirement should be made more explicit in a later version of PER-005-1.

44. Based on NERC's and other commenters' affirmation of the Commission's understanding as stated in the NOPR, the Commission confirms that Requirement R1.2 of proposed Reliability Standard PER-005-1 requires that the learning objectives and training materials be developed with consideration of the individual needs of each operator. In response to Wisconsin Electric, BG&E and the ISO/RTO Council, the Commission clarifies that it is not mandating the use of the specific Systematic Approach to Training methodology used by the Department of Energy. However, we believe that the Department of Energy's Systematic Approach to Training methodology as set forth in the DOE Handbook is a particularly good and relevant model to use.
 
45. DOE's Handbook is relevant for two reasons. First, it was designed to assist facilities,  specifically nuclear facilities, that are within the same general industry as electric power facilities. n38 Second, the DOE Handbook was written on the assumption that the user, a facility, is currently not using the DOE Systematic Approach to Training model for their training programs, which is very likely the case with respect to entities subject to PER-005-1. n39 Thus, the DOE Handbook is particularly relevant to entities that transition to a systematic approach to training. We note that the DOE Handbook was compiled from a number of sources including the Institute of Nuclear Power Operations' Principles of Training System Development as well as in collaboration with personnel representing DOE contractors and private industry. n40 Moreover, the DOE Handbook provides reasonable flexibility when implementing a systematic approach to training in various settings. n41 

46. Finally, SPP and Westar request that the Commission clarify what is meant by "consideration of the individual needs of each operator." The Commission provides the following clarification. A training plan is designed to prepare individuals to perform their jobs. More specifically, a training plan should address gaps between the skills necessary to accomplish a particular job task and an operator's competency to carry out that task. Because of the emphasis on the individual, to be effective, a training plan must take into consideration the individual needs of the trainee, which includes the trainee's education level, technical experience, and relevant medical requirements.

55. We affirm NERC's and the industry's understanding that PER-005-1, Requirement R3.1 does not require the use of simulators specific to an operator's own system. While the Commission continues to feel there is value in using custom simulators, we acknowledge that NERC and industry have determined that it is not necessary at this time. However, NERC and other commenters state that there may be potential reliability benefits of some form of custom simulators. NERC has also proposed to consider custom simulators in a subsequent modification of PER-005-1. We appreciate NERC's commitment to continually look at how reliability can be improved and encourage NERC and industry to evaluate the gained reliability in requiring the use of custom simulators.

61. Some commenters question the original directive in Order No. 693 requiring the development of training requirements for local transmission control center personnel by contending, as IESO does, that if individuals at a local control center are simply implementing directives from a transmission operator or a reliability coordinator, then such personnel should not be required to undergo the same rigorous training meant only for those entities who make independent decisions. Specifically, in Order No. 693, the Commission stated:
The Commission disagrees with those commenters who contend that, because operators at local control centers take direction from NERC-certified operators at the ISO or RTO, they do not need to be addressed by the training requirements of PER-002-0. Rather, as discussed above, these operators maintain authority to act independently to carry out tasks that require real-time operation of the Bulk-Power System including protecting assets, protecting personnel safety, adhering to regulatory requirements and establishing stable islands during system restoration. n54

 
Thus, such comments are a collateral attack on Order No. 693 and will not be re-addressed. Issues regarding the rigor or type of training required for operators at local control centers should be vetted through NERC's standards development process as part of the standards drafting and balloting, and ultimately may be raised in comments in any future Commission proceeding in which the proposed standard(s) or modified standard(s) are before the Commission.

62. The Commission understands that local transmission control center personnel exercise control over a significant portion of the Bulk-Power System under the supervision of the personnel of the registered transmission operator. This supervision may take the form of directing specific step-by-step instructions and at other times may take the form of the implementation of predefined operating procedures. For example, ISO New England, Inc., PJM Interconnection, L.L.C., and New York Independent System Operator, Inc., are registered transmission operators who issue operating instructions that are carried out by local transmission control centers such as PSE&G, PPL Electric Utilities Corp., PECO Energy Company, Baltimore Gas and Electric Co., Consolidated Edison of New York, Inc., National Grid USA, and Long Island Power Authority, which are not registered transmission operators. The combined peak load of these three RTOs is in excess of 200 gigawatts. In all cases, the local transmission control center personnel must understand what they are required to do in the performance of their duties to perform them effectively on a timely basis. Thus, omitting such local transmission control center personnel from the PER-005-1 training requirements creates a reliability gap. The Commission believes that identifying these entities would be a valuable step in delineating the magnitude of that gap.
 
63. NERC proposes in its comments to address the training of local transmission control center operating personnel in a different standard than PER-005-1. n55 The Commission's concern in the NOPR was that local control center operating personnel be trained. We leave it to NERC's discretion whether to revise Reliability Standard PER-005-1 to accomplish this goal or to require local control center operating personnel to be trained in a separate Reliability Standard. The Commission notes that proposed Reliability Standard PER-005-1 generally requires the applicable entity to establish and implement a training program, verify operators' capabilities, and provide emergency training. The specific training, based on the Systematic Approach to Training methodology, is determined by the entity based on company-specific reliability-related tasks performed by its operators. As discussed above, the Systematic Approach to Training methodology is not job specific and, rather, provides flexibility to meet the needs of varying organizations and job skills. In its comments, NERC has said that it intends to generally model local control center operating personnel training on PER-005-1. Thus, we expect that the Reliability Standard that is developed will require training for local transmission control center that does not significantly diverge from the training requirements set forth in PER-005-1. If the ERO proposes a Reliability Standard that differs significantly from the approved PER-005-1 requirements, NERC must provide in its petition seeking approval of such future standard, adequate technical analysis supporting the different approach.

64. Accordingly, we adopt our NOPR proposal and direct the ERO to develop through a separate Reliability Standards development project formal training requirements for local transmission control center operator personnel. Finally, given the numerous comments stating that term "local transmission control center" should be defined, we direct NERC to develop a definition of "local transmission control center" in the standards development project for developing the training requirements for local transmission control center operator personnel. We will not evaluate Associated Electric's proposed definition but, rather, leave it to the ERO to develop an appropriate definition that reflects the scope of local transmission control centers. The Commission will not opine on the appropriate definition of local transmission control center, as this definition can be addressed first using NERC's Reliability Standards Development Procedures.

70. The Commission believes that performance metrics should be developed to gauge the effectiveness of a Reliability Standard if it is feasible to do so. We are pleased that NERC is working to develop performance measures that will address reliability standards in general. Based on the comments, it appears that it may be infeasible or, at a minimum, impracticable to develop performance metrics for some individual Reliability Standards; e.g., PER-005-1. However, we find that, based on this project, NERC is already in the process of evaluating the feasibility of developing meaningful performance metrics to evaluate the effectiveness of PER-005-1. The Commission encourages NERC to complete its generic performance measures project.

73. The Commission will defer discussion on the proposed violation risk factors and violation severity levels assigned to PER-005-1 and PER-004-2 until after the Commission issues a final order acting on NERC's petition in Docket No. RR08-4-005.
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